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 المملكة المغربية
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 المديرية العامة لأمن نظم المعلىمات

مركز اليقظة والرصد والتصدي 

 للهجمات المعلىماتية

BULLETIN DE SECURITE 

 

Titre  Vulnérabilités affectant plusieurs  produits de  Cisco 

Numéro de Référence 39141011/22 

Date de publication 10 Novembre 2022 

Risque          Important      

Impact      Important   
         

Systèmes affectés   
 

 Cisco Firepower Threat Defense Software  

 Cisco Adaptive Security Appliance Software and Firepower Threat Defense Software  

 Cisco FirePOWER Software for ASA FirePOWER Module, Firepower Management Center 

Software, and NGIPS  

 Cisco Firepower Management Center and Firepower Threat Defense Software  

 Cisco Adaptive Security Appliance Software and Firepower Threat Defense Software  

 Cisco Secure Firewall 3100 Series  

 Cisco Firepower Threat Defense Software  

 Cisco Firepower Threat Defense Software and Cisco FXOS Software  

 Cisco Firepower Management Center Software  

 Cisco Adaptive Security Appliance Software and Firepower Threat Defense Software  

 Multiple Cisco Products Snort SMB2 Detection Engine  

 Cisco Firepower Management Center Software  

 Cisco Firepower Threat Defense Software  

 

Identificateurs externes 

 

CVE-2022-20946 CVE-2022-20947 CVE-2022-20918 CVE-2022-20927            

CVE-2022-20924 CVE-2022-20854 CVE-2022-20745 CVE-2022-20826                  

CVE-2022-20949 CVE-2022-20950 CVE-2022-20934 CVE-2022-20925                  

CVE-2022-20926 CVE-2022-20928 CVE-2022-20922 CVE-2022-20943                  

CVE-2022-20941 CVE-2022-20940 CVE-2022-20831 CVE-2022-20832             

CVE-2022-20833      CVE-2022-20834        CVE-2022-20835 CVE-2022-20836,                 

CVE-2022-20838      CVE-2022-20839        CVE-2022-20840 CVE-2022-20843   
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CVE-2022-20872 CVE-2022-20905 CVE-2022-20932 CVE-2022-20935            

CVE-2022-20936 CVE-2022-20938 CVE-2022-20713 

 

Bilan de la vulnérabilité    

 
Cisco annonce la correction de plusieurs vulnérabilités affectant certaines versions de ses produits 

susmentionnés.  L'exploitation de ces vulnérabilités peut  permettre  à un attaquant distant d’accéder 

à des informations confidentielles, d’injecter du contenu dans une page, de contourner les mesures 

de sécurité, d’élever ses privilèges ou de causer un déni de service. 

 
 

 

 

Solution   
 

Veuillez se référer aux bulletins de sécurité de Cisco pour mettre à jours vos équipements. 

 

Risques 

 

 Contournement de mesures de sécurité 

 Injection de contenu dans une page 

 Elévation de privilèges 

 Accès à des informations confidentielles 

 Déni de service 

 

Références 
 

Bulletins de sécurité de Cisco : 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-gre-dos-

hmedHQPM 

  https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ftd-dap-

dos-GhYZBxDU 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmcsfr-

snmp-access-6gqgtJ4S 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssl-client-

dos-cCrQPkA  

  https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-

snmp-dos-qsqBNM6x 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-dos-

OwEunWJN 

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-gre-dos-hmedHQPM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-gre-dos-hmedHQPM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ftd-dap-dos-GhYZBxDU
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ftd-dap-dos-GhYZBxDU
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmcsfr-snmp-access-6gqgtJ4S
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmcsfr-snmp-access-6gqgtJ4S
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssl-client-dos-cCrQPkA
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssl-client-dos-cCrQPkA
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-snmp-dos-qsqBNM6x
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-snmp-dos-qsqBNM6x
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-dos-OwEunWJN
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-dos-OwEunWJN
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  https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asafdt-

webvpn-dos-tzPSYern 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fw3100-

secure-boot-5M8mUh26 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-mgmt-

privesc-7GqR2th  

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftdsnort3sip-

dos-A4cHeArC 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-fxos-

cmd-inj-Q9bLNsrK 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-cmd-inj-

Z3B5MY35  

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ftd-vp-

authz-N2GckjN6 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snort-smb-

3nfhJtr 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-info-

disc-UghNRRhP  

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-tls-bb-

rCgtmY2 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-xss-

LATZYzxs 

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-xxe-

MzPC4bYd  

 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-webvpn-

LOeKsNmO  
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