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Titre Vulnérabilités affectant plusieurs produits d’Adobe
Numero de Référence | 50731311/24
Date de Publication 13 Novembre 2024
Risque Important
Impact Imporatnt

Systemes affectés

Adobe InDesign versions antérieures a 1D20.0

Adobe InDesign versions antérieures a 1D18.5.4

Adobe InDesign versions antérieures a 1D18.5.3

Adobe Commerce and Magento Open Source powered by Commerce Services and deployed

as SaaS (software as a service) versions antérieures 3.2.5

Photoshop 2023 versions antérieures a 24.7.4
Photoshop 2024 versions antérieures a 25.12
Illustrator 2025 versions antérieures a 29.0.0
Illustrator 2024 versions antérieures a 28.7.2
Adobe Substance 3D Printer versions antérieures a 10.1.1
Adobe After Effects versions antérieures a 24.6.3
Adobe After Effects versions antérieures a 25.0
Adobe Audition versions antérieures a 24.63
Adobe Audition versions antérieures a 25.0
Adobe Bridge versions antérieures a 13.0.9
Adobe Bridge versions antérieures a 14.1.2
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Identificateurs externes

CVE-2024-49521, CVE-2024-49514,CVE-2024-49507, CVE-2024-49508, CVE-2024-
49509, CVE-2024-49510, CVE-2024-49511, CVE-2024-49512, CVE-2024-45114, CVE-
2024-47450, CVE-2024-47455, CVE-2024-47456, CVE-2024-47457, CVE-2024-47453,
CVE-2024-47454, CVE-2024-47451, CVE-2024-47452, CVE-2024-47426, CVE-2024-
47429, CVE-2024-47430, CVE-2024-47432, CVE-2024-47433, CVE-2024-47434, CVE-
2024-47438, CVE-2024-47440, CVE-2024-49515, CVE-2024-49516, CVE-2024-49517,
CVE-2024-49518, CVE-2024-49519, CVE-2024-49520, CVE-2024-49525, CVE-2024-
47427, CVE-2024-47428, CVE-2024-47435, CVE-2024-47436, CVE-2024-47437, CVE-
2024-47431, CVE-2024-47439, CVE-2024-47441, CVE-2024-47442, CVE-2024-47443,
CVE-2024-47444, CVE-2024-47445, CVE-2024-47446, CVE-2024-47449, CVE-2024-
45147, CVE-2024-47458

Bilan de la vulnérabilité

Adobe a publié des mises a jour de sécurité qui permettent de corriger plusieurs
vulnérabilités affectant ses produits susmentionnés. L’exploitation de ces vulnérabilités peut
permettre a un attaquant d’exécuter du code arbitraire, d’accéder a des informations confidentielles
ou de causer un déni de service.

Solution

Veuillez se référer aux bulletins de sécurité d’ Adobe pour I'obtention des correctifs.

Risques

e Exécution de code arbitraire
e Acces a des informations confidentielles
e Déni de service

Références

Bulletins de sécurité d’ Adobe:

e https://helpx.adobe.com/security/products/magento/apsb24-90.html

e https://helpx.adobe.com/security/products/photoshop/apsh24-89.html

e https://helpx.adobe.com/security/products/indesign/apsb24-88.html
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https://helpx.adobe.com/security/products/magento/apsb24-90.html
https://helpx.adobe.com/security/products/photoshop/apsb24-89.html
https://helpx.adobe.com/security/products/indesign/apsb24-88.html

e https://helpx.adobe.com/security/products/illustrator/apsb24-87.html

e https://helpx.adobe.com/security/products/substance3d painter/apsh24-86.html

e https://helpx.adobe.com/security/products/after effects/apsb24-85.html

e https://helpx.adobe.com/security/products/audition/apsb24-83.html

e https://helpx.adobe.com/security/products/bridge/apsh24-77.html
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https://helpx.adobe.com/security/products/illustrator/apsb24-87.html
https://helpx.adobe.com/security/products/substance3d_painter/apsb24-86.html
https://helpx.adobe.com/security/products/after_effects/apsb24-85.html
https://helpx.adobe.com/security/products/audition/apsb24-83.html
https://helpx.adobe.com/security/products/bridge/apsb24-77.html

