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Risque Critique
 Impact Critique

Systémes affectés

Cisco Identity Services Engine on Cloud Platforms

Cisco Integrated Management Controller

Cisco Nexus Dashboard Fabric Controller

Cisco Unified Communications Products

Cisco Unified Intelligent Contact Management Enterprise
Cisco Identity Services Engine

Cisco Unified Contact Center Express

Cisco ThousandEyes Endpoint Agent for Windows

Cisco Customer Collaboration Platform

Identificateurs externes

CVE-2025-20286 = CVE-2025-20261  CVE-2025-20163  CVE-2025-20278
CVE-2025-20273  CVE-2025-20130 CVE-2025-20276  CVE-2025-20277
CVE-2025-20279  CVE-2025-20275  CVE-2025-20259  CVE-2025-20129

Bilan de la vulnérabilité

Cisco annonce la correction de plusieurs vulnérabilités affectant certaines versions de ses produits
susmentionnés. L’exploitation de ces vulnérabilités peut permettre a un attaquant distant
d’exécuter du code arbitraire, d’injecter des commandes, d’élever ses priviléges, d’accéder a des
données confidentielles.
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Solution

Veuillez se référer aux bulletins de sécurité de Cisco pour mettre a jours vos produits.

Risques

Exécution de code arbitraire
Injection de commandes
Elévation de privileges

Acces a des données confidentielles

Références

Bulletins de sécurité de Cisco :

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
ccp-info-disc-ZyGerQpd

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
icm-xss-cfcghXAg

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-
aws-static-cred-FPMjUcm7

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-
file-upload-P4M8vwXY

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
ndfc-shkv-snQJtjrp

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-te-
endagent-filewrt-zNcDgNRJ

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
uccx-editor-rce-ezyY Zte8

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
uccx-multi-UhOTvPGL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-
ssh-priv-esc-2mZDtdiM

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
vos-command-inject-65s2UCYy
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