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Risque Important
Impact Important

Systemes affectés

Adobe InCopy versions antérieures a 20.3 sur Windows et macOS
Adobe InCopy versions antérieures a 19.5.4 sur Windows et macOS

Adobe Experience Manager (AEM) versions antérieures a AEM Cloud Service Release
2025.5

Adobe Experience Manager (AEM) versions antérieures & 6.5.23

Adobe Commerce version 2.4.8-x antérieures a 2.4.8-p1

Adobe Commerce version 2.4.7-x antérieures a 2.4.7-p6

Adobe Commerce version 2.4.6-x antérieures a 2.4.6-p11

Adobe Commerce version 2.4.5-x antérieures & 2.4.5-p13

Adobe Commerce version 2.4.4-x antérieures a 2.4.4-p14

Adobe Commerce B2B version 1.5.x antérieures a 1.5.2-p1

Adobe Commerce B2B version 1.4.2-x antérieures a 1.4.2-p6

Adobe Commerce B2B version 1.3.4-x antérieures a 1.3.4-p13

Adobe Commerce B2B version 1.3.3-x antérieures a 1.3.3-p14

Magento Open Source versions 2.4.8-x antérieures a 2.4.8-p1

Magento Open Source versions 2.4.7-x antérieures a 2.4.7-p6

Magento Open Source versions 2.4.6-x antérieures a 2.4.6-p11

Magento Open Source versions 2.4.5-x antérieures a 2.4.5-p13

Adobe InDesign versions antérieures a 1D20.3 sur Windows et macOS
Adobe InDesign versions antérieures a 1D19.5.4 sur Windows et macOS
Adobe Substance 3D Sampler versions antérieures a 5.0.3

Acrobat DC versions antérieures & 25.001.20531 sur Windows et macOS
Acrobat Reader DC versions antérieures & 25.001.20531 sur Windows et macOS
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Acrobat 2020 versions antérieures a 20.005.30774 sur Windows et macOS
Acrobat Reader 2020 versions antérieures a 20.005.30774 sur Windows et macOS
Acrobat 2024 versions antérieures a 24.001.30254 sur Windows et macOS

Adobe Substance 3D Painter versions antérieures a 11.0.2

Identificateurs externes

CVE-2025-30327, CVE-2025-47107, CVE-2025-46841, CVE-2025-46842, CVE-2025-46846,
CVE-2025-46847, CVE-2025-46848, CVE-2025-46850, CVE-2025-46851, CVE-2025-46853,
CVE-2025-46854, CVE-2025-46855, CVE-2025-46858, CVE-2025-46859, CVE-2025-46860,
CVE-2025-46861, CVE-2025-46862, CVE-2025-46863, CVE-2025-46864, CVE-2025-46865,
CVE-2025-46866, CVE-2025-46870, CVE-2025-46871, CVE-2025-46872, CVE-2025-46873,
CVE-2025-46874, CVE-2025-46875, CVE-2025-46876, CVE-2025-46877, CVE-2025-46878,
CVE-2025-46879, CVE-2025-46880, CVE-2025-46886, CVE-2025-46887, CVE-2025-46888,
CVE-2025-46890, CVE-2025-46891, CVE-2025-46892, CVE-2025-46893, CVE-2025-46894,
CVE-2025-46895, CVE-2025-46898, CVE-2025-46902, CVE-2025-46903, CVE-2025-46904,
CVE-2025-46914, CVE-2025-46915, CVE-2025-46916, CVE-2025-46917, CVE-2025-469109,
CVE-2025-46922, CVE-2025-46923, CVE-2025-46930, CVE-2025-46931, CVE-2025-46934,
CVE-2025-46935, CVE-2025-46939, CVE-2025-46940, CVE-2025-46945, CVE-2025-46951,
CVE-2025-46954, CVE-2025-46955, CVE-2025-46956, CVE-2025-46967, CVE-2025-46968,
CVE-2025-46978, CVE-2025-46979, CVE-2025-46988, CVE-2025-46989, CVE-2025-46990,
CVE-2025-46991, CVE-2025-46992, CVE-2025-46995, CVE-2025-46997, CVE-2025-46999,
CVE-2025-47000, CVE-2025-47002, CVE-2025-47003, CVE-2025-47004, CVE-2025-47005,
CVE-2025-47006, CVE-2025-47007, CVE-2025-47008, CVE-2025-47010, CVE-2025-47011,
CVE-2025-47012, CVE-2025-47013, CVE-2025-47014, CVE-2025-47015, CVE-2025-47016,
CVE-2025-47017, CVE-2025-47019, CVE-2025-47020, CVE-2025-47021, CVE-2025-47022,
CVE-2025-47025, CVE-2025-47026, CVE-2025-47027, CVE-2025-47029, CVE-2025-47030,
CVE-2025-47031, CVE-2025-47032, CVE-2025-47033, CVE-2025-47034, CVE-2025-47035,
CVE-2025-47036, CVE-2025-47037, CVE-2025-47038, CVE-2025-47039, CVE-2025-47040,
CVE-2025-47041, CVE-2025-47042, CVE-2025-47044, CVE-2025-47045, CVE-2025-47047,
CVE-2025-47048, CVE-2025-47049, CVE-2025-47050, CVE-2025-47051, CVE-2025-47052,
CVE-2025-47055, CVE-2025-47056, CVE-2025-47057, CVE-2025-47060, CVE-2025-47062,
CVE-2025-47063, CVE-2025-47065, CVE-2025-47066, CVE-2025-47067, CVE-2025-47068,
CVE-2025-47069, CVE-2025-47070, CVE-2025-47071, CVE-2025-47072, CVE-2025-47073,
CVE-2025-47074, CVE-2025-47075, CVE-2025-47076, CVE-2025-47077, CVE-2025-47078,
CVE-2025-47079, CVE-2025-47080, CVE-2025-47081, CVE-2025-47082, CVE-2025-47083,
CVE-2025-47084, CVE-2025-47085, CVE-2025-47086, CVE-2025-47087, CVE-2025-47088,
CVE-2025-47089, CVE-2025-47090, CVE-2025-47091, CVE-2025-47092, CVE-2025-47093,
CVE-2025-47100, CVE-2025-47113, CVE-2025-47116, CVE-2025-47117, CVE-2025-46840,
CVE-2025-46881, CVE-2025-46882, CVE-2025-46883, CVE-2025-46884, CVE-2025-46885,
CVE-2025-46889, CVE-2025-46899, CVE-2025-46900, CVE-2025-46901, CVE-2025-46905,
CVE-2025-46906, CVE-2025-46907, CVE-2025-46908, CVE-2025-46909, CVE-2025-46910,
CVE-2025-46911, CVE-2025-46912, CVE-2025-46913, CVE-2025-46918, CVE-2025-46920,
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CVE-2025-46924, CVE-2025-46933, CVE-2025-46941, CVE-2025-46942, CVE-2025-46946,
CVE-2025-46948, CVE-2025-46949, CVE-2025-46950, CVE-2025-46952, CVE-2025-46953,
CVE-2025-46957, CVE-2025-46960, CVE-2025-46971, CVE-2025-46983, CVE-2025-46985,
CVE-2025-46987, CVE-2025-47096, CVE-2025-46837, CVE-2025-46838, CVE-2025-46843,
CVE-2025-46844, CVE-2025-46845, CVE-2025-46857, CVE-2025-46926, CVE-2025-46927,
CVE-2025-46929, CVE-2025-46943, CVE-2025-46944, CVE-2025-46947, CVE-2025-46963,
CVE-2025-46964, CVE-2025-46965, CVE-2025-46966, CVE-2025-46970, CVE-2025-46972,
CVE-2025-46973, CVE-2025-46974, CVE-2025-46975, CVE-2025-46976, CVE-2025-46977,
CVE-2025-46981, CVE-2025-46982, CVE-2025-46984, CVE-2025-46986, CVE-2025-47114,
CVE-2025-27206, CVE-2025-27207, CVE-2025-43585, CVE-2025-43586, CVE-2025-47110,
CVE-2025-30321, CVE-2025-43558, CVE-2025-43589, CVE-2025-43593, CVE-2025-47104,
CVE-2025-47105, CVE-2025-47106, CVE-2025-30317, CVE-2025-43590, CVE-2025-43581,
CVE-2025-43588, CVE-2025-43573, CVE-2025-43574, CVE-2025-43550, CVE-2025-47111,
CVE-2025-43576, CVE-2025-43578, CVE-2025-43575, CVE-2025-43577, CVE-2025-43579,
CVE-2025-47112, CVE-2025-47108

Bilan de la vulnérabilité

Adobe a publié des mises a jour de sécurité qui permettent de corriger plusieurs
vulnérabilités affectant ses produits susmentionnés. L’exploitation de ces vulnérabilités peut
permettre & un attaquant d’exécuter du code arbitraire, d’élever ses priviléges, d’accéder a des
informations confidentielles, de contournement de mesures de sécurité ou de causer un déni de
service

Solution

Veuillez se référer aux bulletins de sécurité d’ Adobe pour I'obtention des correctifs.

Risques

Exécution de code arbitraire

Elévation de privileges

Acces a des informations confidentielles
Contournement de mesures de sécurité
Déni de service
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Références

Bulletins de sécurité d’ Adobe:

e https://helpx.adobe.com/security/products/incopy/apsh25-41.html

e https://helpx.adobe.com/security/products/experience-manager/apsb25-48.html

e https://helpx.adobe.com/security/products/magento/apsb25-50.html

e https://helpx.adobe.com/security/products/indesign/apsb25-53.html

e https://helpx.adobe.com/security/products/substance3d-sampler/apsb25-55.html

e https://helpx.adobe.com/security/products/acrobat/apsb25-57.html

e https://helpx.adobe.com/security/products/substance3d painter/apsh25-58.html
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