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Risque Important
Impact Important

Systémes affectés

Cisco Integrated Management

Cisco Nexus 3000 and 9000 Series Switches

Cisco Nexus Dashboard

Cisco UCS Manager Software

Cisco NX-0OS Software

Cisco Nexus Dashboard and Nexus Dashboard Fabric
Cisco Integrated Management Controller

Identificateurs externes

CVE-2025-20241 CVE-2025-20262 CVE-2025-20290 CVE-2025-20292 CVE-2025-20294
CVE-2025-20295 CVE-2025-20296 CVE-2025-20317 CVE-2025-20342 CVE-2025-20344
CVE-2025-20347 CVE-2025-20348

Bilan de la vulnérabilité

Cisco annonce la correction de plusieurs vulnérabilités affectant certaines versions de ses produits
susmentionnés. L’exploitation de ces vulnérabilités peut permettre a un attaquant de télécharger

des fichiers malicieux, d’injecter des commandes, d’accéder a des informations confidentielles ou
de causer un déni de service
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Solution

Veuillez se référer aux bulletins de sécurité de Cisco pour mettre a jours vos produlits.

Risques

Télechargement de fichiers malicieux
Acces a des informations confidentielles
Injection de commandes

Déni de service

Références

Bulletins de sécurité de Cisco :

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-
vkvmorv-CnKrV7HK
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
n39k-isis-dos-JhJABRx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nd-
ptrs-XU2Fm2Wh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-
multi-cmdinj-E4UKjyrz
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
nxos-infodis-TECTYSFG
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
nshs-urapi-gJuBVFpu
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-
kvmsxss-6h7AnUyk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-
xss-Ey6XhyPS
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
nxospc-pim6-vG4jFPh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
nxos-cmdinj-ghNze5Ss
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