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Date de Publication 04 Septembre 2025

Risque Important

Impact Important

Systemes affectés

Cisco Secure Firewall Adaptive Security Appliance (ASA)

Cisco Secure Firewall Threat Defense (FTD) pour Cisco Firepower 3100 et 4200 Series
Cisco Unified CM et Unified CM SME version 12.5, 14 et 15

Cisco Unified CM IM&P version 12.5, 14 et 15

Cisco Evolved Programmable Network Manager (EPNM) version 8.0 et 8.1

Cisco Prime Infrastructure version 3.9 et 3.10

Cisco SIP 2.x, 3.x, 11.x et 14.x

Cisco Desk Phone 9800 Series, IP Phone 7800 et 8800 Series, et VVideo Phone 8875
Cisco Webex Meetings

Identificateurs externes

CVE-2025-20270 CVE-2025-20280 CVE-2025-20287
CVE-2025-20291 CVE-2025-20326 CVE-2025-20328
CVE-2025-20327 CVE-2025-20330 CVE-2025-20335
CVE-2025-20336

Bilan de la vulnérabilité

Cisco a publié des correctifs de sécurité pour les produits susmentionnés. L’exploitation de
ces failles pourrait permettre a un attaquant d’exécuter du code arbitraire a distance, de por-
ter atteinte a la confidentialité des données et de réussir une injection de code indirecte a dis-

tance (XSS).
Solution
Veuillez se reférer au bulletin de sécurité Cisco du 03 Septembre 2025 pour plus
d’information.
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Risque

Annexe

Exécution du code arbitraire a distance
Injection de code indirecte a distance
Atteinte a la confidentialité des données

Bulletin de sécurité Cisco du 03 Septembre 2025:

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
cucm-csrf-w762pRYd

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
epni-arb-file-upload-jjdM2P83

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
epnm-info-dis-zhPPMfqgz

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
epnm-pi-stored-xss-XjQZsyCP

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
imp-xss-XOQqu4HSG

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
phone-write-g3kcC5Df

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
webex-urlredirect-uK8dDJSZ

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
webex-xss-55bv8hhm

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
3100 4200 tlsdos-2yNSCd54
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