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 المملكة المغربية

 إدارة الدفاع الىطني

 المديرية العامة لأمن نظم المعلىمات

مركز اليقظة والرصد والتصدي 

 للهجمات المعلىماتية

BULLETIN DE SECURITE 

 

Titre  Vulnérabilités critiques affectant des produits VMware  

Numéro de Référence 58820112/25 

Date de publication 01 décembre 2025 

Risque          Critique 

Impact      Critique   
         

Systèmes affectés  
 

 VMware Stemcells (Ubuntu Jammy) versions antérieures à 1.954.x 

 VMware Stemcells (Ubuntu Noble) versions antérieures à 1.134.x 

 VMware Tanzu Platform versions antérieures à 3.1.5-build.398 

 VMware Tanzu Platform versions antérieures à 3.2.1-build.271 

 

Identificateurs externes 
 

CVE-2022-1292    CVE-2022-1343    CVE-2022-1434    CVE-2022-1473    CVE-2022-2068    

CVE-2022-2097    CVE-2022-3358    CVE-2022-3602    CVE-2022-3786    CVE-2022-3996    

CVE-2022-4203    CVE-2022-4304    CVE-2022-4450    CVE-2022-48703    CVE-2023-0215    

CVE-2023-0216    CVE-2023-0217    CVE-2023-0286    CVE-2023-0401    CVE-2023-0464    

CVE-2023-0465    CVE-2023-0466    CVE-2023-1255    CVE-2023-2650    CVE-2023-27043    

CVE-2023-2975    CVE-2023-3446    CVE-2023-36632    CVE-2023-3817    CVE-2023-40217    

CVE-2023-4807    CVE-2023-52593    CVE-2023-5363    CVE-2023-5678    CVE-2023-6129    

CVE-2023-6237    CVE-2023-6597    CVE-2024-0397    CVE-2024-0450    CVE-2024-0727    

CVE-2024-11168    CVE-2024-12254    CVE-2024-12718    CVE-2024-13176    CVE-2024-2511    

CVE-2024-26700    CVE-2024-26726    CVE-2024-26775    CVE-2024-26896    CVE-2024-4032    

CVE-2024-44939    CVE-2024-4603    CVE-2024-4741    CVE-2024-50602    CVE-2024-5535    

CVE-2024-57883    CVE-2024-6119    CVE-2024-6232    CVE-2024-6923    CVE-2024-7592    

CVE-2024-8088    CVE-2024-9143    CVE-2024-9287    CVE-2025-0938    CVE-2025-12817    

CVE-2025-12818    CVE-2025-1795    CVE-2025-21888    CVE-2025-30693    CVE-2025-30722    

CVE-2025-37948    CVE-2025-37958    CVE-2025-37963    CVE-2025-38067    CVE-2025-38074    

CVE-2025-38084    CVE-2025-38085    CVE-2025-38086    CVE-2025-38088    CVE-2025-38090    

CVE-2025-38100    CVE-2025-38102    CVE-2025-38103    CVE-2025-38107    CVE-2025-38108    

CVE-2025-38111    CVE-2025-38112    CVE-2025-38115    CVE-2025-38119    CVE-2025-38120    
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CVE-2025-38122    CVE-2025-38135    CVE-2025-38136    CVE-2025-38138    CVE-2025-38143    

CVE-2025-38145    CVE-2025-38146    CVE-2025-38147    CVE-2025-38153    CVE-2025-38154    

CVE-2025-38157    CVE-2025-38159    CVE-2025-38160    CVE-2025-38161    CVE-2025-38163    

CVE-2025-38167    CVE-2025-38173    CVE-2025-38174    CVE-2025-38180    CVE-2025-38181    

CVE-2025-38184    CVE-2025-38185    CVE-2025-38190    CVE-2025-38193 

 

 

 

 

Bilan de la vulnérabilité    

 
VMware annonce la correction de plusieurs vulnérabilités  affectant ses produits              

susmentionnés.  L'exploitation de ces vulnérabilités  peut permettre à un  attaquant d’exécuter du 

code   arbitraire, d’accéder à des données confidentielles ou de contourner des mesures de sécurité. 

 

Solution   
 

Veuillez se référer au bulletin de sécurité de l'éditeur pour l'obtention des correctifs. 

 

 

Risques    

 

 Exécution de code arbitraire 

 Accès à des données confidentielles 

 Contournement de mesures de sécurité 

 

 

Références  
 

Bulletins de sécurité  de VMware : 

 https://support.broadcom.com/web/ecx/support-content-notification/-

/external/content/SecurityAdvisories/0/36552  

 https://support.broadcom.com/web/ecx/support-content-notification/-

/external/content/SecurityAdvisories/0/36553  

 https://support.broadcom.com/web/ecx/support-content-notification/-

/external/content/SecurityAdvisories/0/36554  

 https://support.broadcom.com/web/ecx/support-content-notification/-

/external/content/SecurityAdvisories/0/36555  

 https://support.broadcom.com/web/ecx/support-content-notification/-

/external/content/SecurityAdvisories/0/36556  

https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36552
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36552
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36553
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36553
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36554
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36554
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36555
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36555
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36556
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36556
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 https://support.broadcom.com/web/ecx/support-content-notification/-

/external/content/SecurityAdvisories/0/36557  

 https://support.broadcom.com/web/ecx/support-content-notification/-

/external/content/SecurityAdvisories/0/36558  

 https://support.broadcom.com/web/ecx/support-content-notification/-

/external/content/SecurityAdvisories/0/36559  

https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36557
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36557
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36558
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36558
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36559
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36559

