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ROYAUME DU MAROC

ADMINISTRATION
DE LA DEFENSE NATIONALE

Direction Générale de la Sécurité
des Systémes d’Information

Cila guall alii (Y Aalall 4y pusal

Indicateurs de compromission (I0Cs) « Ramnit »:
Hashs :

v’ 7bc499fb39bel163ed141baa52f70003ead93cd9c0b13b45ff174eec59148187
v 0f5f6ee9958d6e1b89da082claeffd6alf29ca59789ac6f448467e32bede7052

v' 8baad520b274eeb0078ba9adee88b7fd7a4686d6551123f0200bd38f7b15e182
v 7dal6laad78062af74fa0ad43b83bfa926ca52fb18c65ec5418675ad4ddf76c4
v’ 8545c5e6e85b07575dac153ec13c30b86023dad9a25107d42cc5d27bbdc449d8
v Tfal4e9444fb8d4f9afl19a7fd76974e9b08d43028fea265415973chfadfc29a

v 5¢722d7f47c4504d05fd3fb85cfc1a54951ff6db89daffaOcfe92d6b1c939b09

v’ 288d8f0b77bebc57dbf8dbfd704b7c9cc28b6d4ac7666f9df848743d8e5/6634

v’ 2h2322a2a02f5a9ab274637dd8a1875ch2256db12d9e044b38da6019fdbfa567
v 1264fb9al1706f3a239eea02adec3718c109a6de34dd1a38141e0352d47341795
v’ 141ff2b22db43166f130dad0deb69169e8f5a5632ea5dae8d972fafb486405d2
v 9ebf7cd2d5e49ca3b098453b156dbf9952f18e05¢c9707482dc1bc2c48d4824a0
v’ 3c39474bc6f50709e61b9bfdedb87ada96e41a9ble0e8472ef7bd074cd632dbl
v’ 23b843a53bd6dd4ea044acf4fed30a400d043ff7dd8fa2b9534f3d2cfe7e5321

v b6f09c818c177ec16ff52a271b6c789d7502fef40ee45a4980dfd932e6431f6e

v’ a038a20e4350d3fcaf4b117546749ea70fd05e7a6a090c3fc4eel13067430eadf
v' 5ch7b12de85124a09b9ef9d8988038b689d2649e450434ceecf653bf71bc8727
v’ 3abdd78ac954fa36156085c285a8810381fbf73e4924a353967a4df9f0ad8cc4
v' d0463f872ec0070239be3399245e852971fadef5h9fe1454¢c133241bc3b343al
v’ 9738fd8e0dca3al94d7f5c48ddcObelde5a71e384018b59b0d01c671afd0dbl7
v 952fad4al154f2b308a78ff4e139cf346f8e6547c1lbbebdac0al7cfc37021670b

v’ 1e19294f8c6d3be577c0f9d7dd495d61722e2045aa0d667ad0297af4004b4914
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v a7da02f47a195e0ea2bf5c069e7d43a48b06e1601549¢ef4elb7af1873ea39abb

v 1e273478556d7fh2a5f4e30fec55b4e867993a16156444d98beea7b369c6d27f

v 2c9420a85b93fa6307a51491f05cdd03c3e7fed80ce019d7ebd375d846ealf6b

4 24c02fb48f7cedf7daecfaa4d2bla3e43db8a5590ac57534c1dbc70340c7534d

v f034eedf63f4416a74be28e4042aa50d987ee0b8be97315167adf1b657blac87

v' a9b4d63bf3a313096bbe19488d2a6e128f5b11d8c62aaf3ff8300184295dadfc

v 9c797db78321e1644742fdec8f676ef2252a713c7022585d94865f0f85dc32el

v 7ed8081b5d5859569640a5d9b43d0bb8a39103075b91b630884c0af62be05e62

v 0b684120a0ffad4af7d9c0ee7cd2d0c6128820d24511a7822ec84b5f8e4cOfa27?

v’ 7622cda2d5bf2el4effd4e683bab861bd6b6laa8e5dc8a6e7724d545bd7el7d7

v 8424354e2c0eh3d38e65b87e40afeb7a5a4bas551ch341b01ef9edc5d24bbb8bd

v’ 63880f63975f0f3f9493ffde720b9b2430cc3b23c692f888d15f5¢cf5h5e6314¢

v' 0913360db0e68ce5e40acbb5499f1168f4d09be205¢380f44fddfeb6fb26cfe9

v 977d734eb2b3c8fb4222c8a27e57cf44e787bda6067f9deaaada222f99064350

v' 53b886dalfa7854eb012254cd37cd765f72dd4a313eec615ce979bchb3ab9441e

v cf055¢cf80cha0093d52cd0ac85e5f8b4078ac35f183e1480a080f3541535bea2

v 42f000be9f83a37faa59923dcdabaa6d4a756501adf5f655c3aa75e183de620e

v 707bde3d8040c3e8a4273c999b39719df4254b3abc06d6576e7846a341bf3e9c

v 34b46d63f08a019ca64eb960bac21a7c68bc0f3a8438f0fedcdadaedc7269564

v’ 9bebac9478aff1203b94e50614e8f9f760dec42fa2f2e98b9e85e7ff0f 7f1b70

v 8c63b645d53068ce9ed8dc6b2bdb86fcee58760dc1ffb431011b47fd8f19bd6f

v' 02433bd73a35255782f336a6e03a39%aeaaf37f716526f98633ddb333bb2casc9

v 73a16d5c1f5d5de3edf643ad00ba666c9a7clc6e54c77645aefb03a328ad8e22

v’ 1245525353e366b609e1baf7b0ab05d6c4dd4e54b47732f52372924db36716a3

v belefe5295059ela287ccha8e4f3175762c6b2e47863c8864b298f2b29cf8c06

v 60decd40e2b3e752e6ec528df43e5fe9fa79e6f37925235a37168e595db8088a

v’ 01d64bb340436b04d4c540a99da02492348e7f66d20e76cfa73chcOfb43e70e6

v’ 34359b208f9f0a7235d051ce7b4777a3d0612alb2bb37f6f7bdf72156¢c37f6f5

v 86dd3ddaab2e430a87fbeld13af4cled88b6140186aa3fd1lc44d7aefach8fa7l

v fe3cbedb44c05b902b45b7286bd0425d5¢c16174eaefc5994275ae277f740bfb5

v 7a5a7dcdec30eb4b2ac369350b2de12639d6e0492c13ff04217¢895c42d61b22
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v fba96ae0764a23ee49f3bbf1940d96385c5dbf169f7df4cc5fch6e1b35962b21

v’ 8892138077b017d94dc0ed40bb2bdb0e2d679d7718fd29a0c7cd6b76004ch4b3

v cf4aaf626a5c38886f7c6bea087a58d25eb8f4d4d2764097a8ab57¢c7bb7515¢c8

v 6fla27d879eb70c45675560f10486e2f9a863d9f6e2cdd33ad685740ac3aec8e

v 9b664011de3adf9e62577382c72e348a97alae20d3af57eeee5715414d0f46b2

v 8eadb5b4e3d69e9721e65454c05f22319337fc092d7e05d89a0e29028fach358

v’ 7e3243c04bb45c108e17b824a782fd7d396aa71dd428f89b97385b7d28468f55

v 1da7a99f45ee70c697e92bf2716132a587b5f842bcebbbd0f83e4652df7a3740

v 3cc729159defd55601ce443a318e81b650e3c1f822e2c0e1f47faa00600288db

v’ 0747f6432f0cf42aad829e85a404a0d52012ec839c74b95d55d8a2ffa84f73ec

v ede97914c306ec8fe90449fabe25e42b1a889642ffd560a89c6bc52f9b067774

v 6aff9922f69eac3edb838ea994cc270e06eb10b944c39ee5a0d399d90b25f4al

v 6761a28936666c163bal90d821d7a0b3c38f089c8e35d1leeal5f808d61bc94c8

4 2cc6969c885d7af5ec4877609¢58e80261f869d43e5ad86d338f9998493e4f07

v’ 4a71c948c5f4b7ea3db3ed9c6c40dbeb7abde3acbb89b16407b12146974e8b96

v €786¢289d182b6fdd7763bb1la7b893de140c2deb7al88f2bael106cd113796539

v 07b8e67935465453d05be778a5a55240958a77e5c05fd9a273d5a9aa62d4edd5

v 114a73049bleffc4542094a3bf3a8a0fdf467a5c054890e9ddd573f011e46437

v 3dd026043c349325d0eec528f9c32cb5¢c6a9b420b8cdef7b474e6831e3719e14

v’ 52de7a7al477e379fc88372a0ad7e7b6d034cfa758a39111373dbc3e86e6d038

v ea2a5c9c0f22c79a4f679fofd31a2c9bec55bab17d04c043dde88a0chadcd6ba

v 4fa681f2e27dc80e8e397dae5a8fef1a8f98645498fab053ceed93fc879415¢3

v' dca8bfd221d525b75b960f548215761d0fa2854c07601bb890acf565e9a08b0a

v' cabc38fa02891e05f0e4c26a4af69f4604cf4f6e665fa356531c9027ff0e8458

v 16e6768d9fecal252ee66e25a8eball37966f8ec74bb865db30875bc17288bb5e

v df57b95547476efda8a86dcf709220969666ab281add956016bb74e653fced27

v’ 89b49bd1769d07dc7164264cdOafdad418a3db38a120f16754223c0ch56eb9c2

v 988f9a08f3c210dee8e51c093145790c8bb00fa2aecafe85be29d235640901424

v' ¢3523e93e99e398dedbde089908a359408d3659ecf591a50bc6e710587d257da

v 1bceefd16429ef8796dd43c988f36822d28fal0087b61c9383a4ab2201f55aa2

v 3dc74a7c¢9d398883c7fc92038cfddb591e5884929acabc0c44ad20c36d5a2545
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v dba608e559c04d500780825839d5992ff2fac4efal275a79d298c27880b20e46

v c51f1f5568ald2c584e3a7fc6dbadad7740dd17b4dd1b4d55ad45de359e29d08c

v 668581385db033f2064dad2a8f5e5b70f5355da74146790d25753f4ce27ef4fc

v be7ce9ef12e35389dd3c2b3ec0dacd39b6c37245263a0d367c625b63d833d09%e

v e799a75e34balf8ccf2fbe6941be61d5623712d2742201da237cb00fld6ablae

v ac6fe90fb146269c82b5d1fd9d1d301930ba7a2155888ec6ech746103b78caf6

v 3571425510cc3a10993c0df4aa04edfOctb96389708168384d026149117ef4af

v fca7c514c6a7ddd38bdaf685af5040caOb10330908bebbb536356cabdc924efe

v d002920f7c7860360b3efo0bf0caee8b94fcf00e0f1d001b2a09faf18e593eb9

v' 2d03c001a52607b676alb0e6f4034a07539e40e8e61bade4441906643d69b16e

v f11905f1be12d023993700098bb02d85e92aa8f323c0292712d218233998a44a

v’ dfla7b86622ed4a36a91aldd9a69f3341466bdd79e94elbd4e4d6e6789c76fb5

v b91bea91280d46548f723ece442304bb84e2f0d70795e2df360d73b744b57584

v ce092e2a973346f8d013e660dcbaba0d099chf72b5227e9d95b05bfdd5d9cc5b

v’ c0d44249120b8d9590bfcheaba45ba31fa09d7ba27404a87f68b35d3a7ac48b7

v 5630324cc424eeb2de792957699c8e99c394664d055726bc14e5069bdc5612a5

v 11f2b808eca9d308dd990ch09e11e0b2fd8b2612cf26d46f0a8b62ffac5e204c

v 6766e288086e368ac2532431d46b32f0b5eblacc57c63fbe58aa9138f724ddf4

v’ c3e16f28b82345e09ea0578c7fhd7d15f3bb8970fe5f47fb035455a80656d84e

v 3d3a07dcc43505b2ecafaa8fc4164a70f66a234c894a7f902444a6fa82e07868

v aB8e3d43ef4eb909af0ec10b62a757a4b7167067fc5aafabl3cdaceb9f70e776d

v 58e968e2905f0450843ch6a393b2d6999b8f11c0f2998a18f63a6clde2ba0fol

v 258746001c0ch89b157d5734d35d18bf767103906d5bd7e8alde72bbaeb0a544

v’ 05607469a5dflac25e6e7277df9698572107850147681a8a6dd75d7cc5fdd26¢

v’ 26a9047ca4e50fb18faba06fd6fe64b68b1545254f4a5824449f16ac748ed96a

v bc49ac53cc9a3a55c531e956f5aebcdad344c42635023826f2df9e7b0b10f387

v bl2e60af6922f32941936ab73d7ac4e99e6c37368e851fh75c5ce5863a9a8c7e

v 98d809807898a790alcb7c4026f5acfe0781f90aa8af4502ec42133668ac267b

v’ 82333c48aee20f3fee03ad3a8ace894687ed03d9a1f1628710c9df9e47d1dd86

v b4e02b15e571c88fafee73adalld3b2ee4dc2e53f95a5c0b25b86f50ddf7da34

v’ 483d7cb7c1d3b6279535d3747fc69cal9c28ca329a21bb7042aba66a71fd604a
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v 2d9ba59c9cead9cal4db6a3defl3bcefbcd7ch957919cd452092218c48b4aa82fes

v’ T7c41ef83bf4584b2a1005eb472b8ffc227b6aclef427df40d6f9606b225¢29d8

v bcb60255¢893985a8f43e9ach3425c6e01e4beaecee783540f80d5f661486¢5382

v’ 8e33e678e5627ab163fdb1922c6fbl12elee0d9d931849b33d321267ae2c70bd

v 7fb455411711e61c70141be3ab2de800c9149¢c3176ae970adaed3d9a8d36e281

v e368d5f8a0fc488c808e846cf9457687f7258412992b304dfbc64f33f0595511

4 589f69374fc6aaeddaa3d580f54a7d9e40143c04687c48a8bf7ed80f7a464ecd

v 55751df54d8d54e5bb8edab83bd57fd599b2e9aa313233d6aa084cdel167e6951

v 60c696535a027ceec2bd51e26fd5h72ae3306d7b2ab9a99765f3fcad0f25c96

v’ 7c¢12133ab1435ff5c63bd304ce8d7faf0c21c8d062b5fd43a105d4ce480f5d15

v 54bc950d46a0d1aa72048a17c¢8275743209e6¢17bdacfc4cb9601c9cel3ec9a7l

v 14c4063e83cfébcb0a8cf1d1030c7b6446baebd37e9852c68b43ec237dcdOe7f

v’ 952fc91bbba3e3c22db24eaddc118798e252b544c33b839bb3c43ed226e762d8

v ce0a6626c9851a27dc337e378088c6bd7b704d8af49¢c825221e31cd745bd8f3a

v’ 4bd83f5b2af2742dd09chfa07a9ch5fe1ff90ebb0d5099f0c7ef4b98c8ab23d6

v b8d3f137c45a90b7915a211eaac400b4e035b0d6bce9a24clacee2990b76d640

v’ 30c9dd1f2237f2df4d7b46922083e3984246c066ce950b2fb602f3194e1a66f1

v 59a0b719ec330826571e76259cca085d9289ebd78612d18e96ddfa66fad52c5b

v 7eac59f048da9896156587130ec69ab91a221ale05eba9c53d24b4eaad5f80cl

v’ a%9abf01d5bf62082d7929672058a785ae0d06929f87696b9e83408f5e14a066f

v’ fc418632ff756b0b81cf42eel56eb6ccab7d87bfc63fcf49f8667cbbOb719af6

v’ 3c7d84a8dde190139be49e808cf0005bcd08e0f6298c7430c695f9765ed315be

v 5e982ba3112608306¢ff58b3d381722e368981db1601196f500768b4al74be31

v dadfef287de8f1fd3a5561ccch96becbb8bd99ab7041c8c6bb50df48ae80a078

v’ 3935860b6421b4b6dac4affo48e144f3fd451527c9a37f77698535668297fb56

v dfb8e0e22c8d166274a4ad5b916fb736e332040bda9c2dalactf6b91b03ec7c2

v 81b9bab3458ch62164dbe3f4b9765065d30ea2ce2ebdfcldd52aalde33940892

v 1dObe5b6b4436f01ee9cccae9eacs5c3aeedabee7f2424ca369c29b10569d1d4a

v’ 22d4eabd4c5e3f71d5babc09fe55772905d293a0bad9b5e015644cf93bdffed9

v 2ea2b59ae4c200bf9bd12f2be4flc26e6f32717858936961375fa2eOb31ladb7a

v b007b723eel0cbcebade796bae96chba5423891e5b615¢c976e23d8flcac8d4686
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v 13dcf7481864eeel1d59203ebfc442abab4ch512e101b217221e4d9c68aldcab9

v fe2le2c9cba9d7bd3bed0f43bb4fba37e207d1d7d8375d9208815c28a69176ac

v 86956fa3409438e0fdc2057f465b81a170e69889af7766df84dc842714ca6d55

v b20546709bc2c4faellafdad9e6f48f0869128918486f60f847d7d2456befb8f

v d6d94c7c0640e6039418639679chdcc23978ebf9831fe5842891f28fa8447027

v Ta3334a4e027e102e499d6c245b25b8aebd2b51849d14aa04fbcab7719222026

v' 9e4d733dc2c52a19e14104ch4086d29aedadbf032b67f0708e229c77c9dc61cd

v 71b19¢c30a43348c6a93c9265494893ee338760dce2eb97dac159013448f872b0

v e6cebd0afh2c27fh6e9a7a98337770906244b72d815081be19e475e09628ba34

v 1e651e04ddfdf19ed3206c7fdff575515436bad1d02607984f77c3d9386e6bef

v 802cefd8cc403declel2cbbe313d3f2b18c5780e1507e07b463514180b810777

v’ 0d8749c46042050b28febe68fbef89b6e7f99c7f49a9d827fa7c16a45e0d1eel

v c92feef5af8a086dec74fa66f48f6f55ce4d7c9960df69e21abb9b4e3f5bb78¢c

v 4009014301a244be0dc7686ead666f27f6a86fe8270ca250c72a70fd6cbaed37

v’ 84448764923f0d6414cd70b415cdac7653bdebe9ccd5d29354ff47b09cbc4442

v b40ae7bled25f7c4772826eb7b9505f48fa2d5a868bbf65ca8ee9ala92b68c75

v' bd30104fbbfc847370a42a1d95902fd8aaadbb5109848e0aabddch7fe1f65799

v 9ffb5a46b6173ed2cbeecc052c9232dd077a06c¢f8f18d2d663clc71b4alel33ae

v ¢1d2392e62e032b8bf7d8a7d60035e7f2c9135114111990ed4a4d638a0010eeb

v’ c06f2e59ab766128c3fd0d7eea0a9271872b3fcaac81fb505408097f9c4109ae

v acc600c137a7942d213¢3517256f753ecbce0c085d65fff952¢c7¢ch1171135812

v' 5d0bb54a4d63fe2675a303e01e78d879100572fae766fce516ce9c9543a55c8d

v dacf5a3a3c112a576744704600f9572005a538b9¢160148f3a30adecfe85a7f1
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v Oea50eab5ce68438e5486a9987773827559470d4cff28a030c6a3el1bb682d3c3

v c46fdd8lce2faf33b40107744bfbf418e23ffba9e1f425b85428falab60b22d5

v fbdf780905a9a6d6d9753e0c8efa276618fff05f63fb5ce41b5804183a17d93c

v 8f47f66398e0a6c536cf88b6b5555d488aff274b8df0dab4adfal200d2b3f831

v 615f3d57ba5d19f24f6e21f9f94205383bc8fb6dbe54aa7df832fb33781ee089

v bc3feb616f2310dd1cdf77ef6b22c2ee854c4bd421cdd87df530c71630908483

v f104f8fb59a2fdf8ed3247f8360ddb69af62becdc5737bb4a7d0d0f638c2cc3a

v d12bfdb8125ed6b3f216a0915433bf35e547057a58611ac59a43c4089e9d89a6

v 25eb77a946b4be837030040baab8068f9d3bfe5da813f35f478987322b9%e1d82

v 9bceecd7272414b519cdafl0e448ebeee7dbd9392765d3eba82fab7cddlaee9a

v 27e7d3ed3490448e3297h%aa7146ddc2a5eb33740cd19fea619680b47580f4a0

v’ 7a380031467ddb8e40113ba22042202c1e78a754€98c48713f1bdee68b814d11

v d922862c656c4c9b06c534df9598a19634629b936ae0188732f824625725ac54

4 506552849dbfb679a997a76859b79862b91480bd723f2cabeaba2044904773f8

v bd251ae4f83ce2465b8de7e8c96387bd503ffc6649bccc04100e72e8ede2b00b

v 2ad4a440d619b42f9876dd5f20a206017f8cf3c3aelleab4b4f5f57203b0ebfd

v' 436dadbfd97b5c8314e2fb0e773eb20cd7b61c82f4bbbb3a8c21a9fth0a67b496

v b8a7ee32d156627da85af6e3b6263945a18d841ddab705590b1dc97009ef258f

v 94ba0alel47a558eeh8c1e95¢8308da4d7dd2a26f69705e1f857a43049460bf4

v’ 91b78e7bef37e11326b41ec186b073f0b505ac32f4e550040cd0890d9e63a98d

v 81b3a72907296d367f826c2404a4435d5a6d69b1d92cf2d5036elaa69dble4ld

v 3a03f462baf407ce5799b5db6f114d2afb6a53eef78bee253f6ae6ledb5b4cce

v’ 382f87b88471a3abf4d9d181131d426ab5111c3184eda8788a31e5845d2e6068

v’ 8000a01e2af79b0565ch1762b19b3b075bfafb3e0fa7e4541853a5adf6f04c70

v 27e634a2456a0087d7e5fec771a5f0fh3cc571191e879f3df393998c4dc4b71e

v 80174e62e96¢cb8671c3d3348aa578ca692c919el1blbcfded4596e55e515b06dd

v’ df62b69b38f2d3dcaald53d8f3f081339a0256da241d01fbaa814a77ch158b28

v 12d6d464c66344be180660e86¢7342c0c387d87b244aab78d557ac1721b8492f

v' 90fca9c4a7bd38263dd9aa0b6493d20f438f0973270c05e71e6bd2d1a5hla06d

v 8756528db5ch8b354626897a5f7b90b95f75e5a7d735f0fd7efbc9a3b25acal7

v 903486fb8a05bb95d404996face5b6e30e87ef06300alc6d8cd2ddf15d4fc088
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v Oa66ca78fef39b2121f965f7c5947bd640c6ae36ce184a6461bd565e759f7481

4 6b0a8be62a6ab272d5ce08704ccffldalc69fal512ec24855b3a7cf080767a7b

v 8afl172e7bf7a7985369dfcc002bfed1f9b39106ea9f564 7beb9f4323d3ab27c9

v' 9530481ddd90859abb483077e565768cc7e591e7e7fa4419f1954a04172be2a0

v 561e32ac8bb5e77ec6f01f0de7a525966e5b0573abc97bb85bcffcac103692b7

36.88.164.50
36.92.154.218
36.64.184.42
36.64.174.122
36.88.136.34
36.88.164.114
36.64.174.98
36.89.252.58
36.92.9.2
36.88.164.178
36.89.252.106
36.88.136.58
61.19.246.237
47.104.227.108
36.92.154.34
36.64.174.154
36.64.174.210
36.95.104.130
36.92.154.106
47.104.139.94
36.88.164.194
36.64.184.26
36.89.252.178
36.88.136.194
36.64.175.50
36.95.104.242
36.92.154.42
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36.88.164.170

Direction Générale de la Sécurité des Systémes d’Information,
Centre de Veille de Détection et de Réaction aux Attaques
Informatiques, Méchouar Said,

B.P. 1048 Rabat — Tél : 0537 57 21 47 — Fax : 05 37 57 20 53
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36.88.136.42
36.95.104.66
36.92.154.194
36.92.154.234
36.88.164.154
36.89.252.226
36.92.154.178
36.88.164.130
36.64.174.170
113.161.113.211
36.89.252.242
189.44.91.12
36.89.252.26
36.88.164.138
101.42.139.46
106.53.218.253
36.64.174.194
36.88.164.210
36.88.164.218
36.64.184.50
36.89.252.82
27.17.46.66
139.129.95.12
36.64.174.114
121.61.112.86
103.148.232.117
36.92.154.2
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Signature Malware :
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v

Win.Virus.Ramnit-9808983-0
Gene.Win.Harmlet.7967-0
Suspicious:Trojan.Girtk.AE.uyht.mg
Win32.HLLW.Autoruner2.6551
Gene.Win.Harmlet.3-3705
Virus.Win32.Nimnul

Gen.Heur

Win32.Nimnul.1
Win32.HLLW.Facebook.2390
Virus.Win32.Ramnit
Gene.Win.Harmlet.16479-0
Virus.Win32.Generic.mzWn
Trojan.DownLoader13.31663
Backdoor/IRCNite.qz
Win32/Trojan.Generic.HyoDEpsA
Trojan.Rmnet.1
Trojan.Win32.Generic.ltTW
Virus.Win32.Nimnul.|Es4
Win32/PatchFile.et
Trojan/Lebag.axj
BackDoor.IRC.Bot.3929
Win.Packed.Ramnit-9773470-0
Trojan.Win32.Generic.lkue
BackDoor.IRC.NgrBot.42
Gene.Win.Harmlet.37197-0
Gene.Win.Harmlet.46446-25
Trojan.Win32.Generic.Ix24
Win.Trojan.Ramnit-1847
Virus.Win32.Nimnul.lse3
Trojan.Win32.Crypt.trdg
Packed.Katusha.awhf
Virus.Win32.Virut. mB8n
Virus.Win32.Heur
Trojan.Win32.Drop.cgjchr
Trojan.Win32.Generic.4!c
Virus.Win32.VirutChangeCall.J
HEUR/QVM39.1.ACF9.Malware.Gen
Win32.HLLW.Tazebama.235
Virus.Win32.Zbot
Virus.Win32.Nimnul.IECg
Virus.Win32.Heri
Win32/Nimnul.a
Trojan.Win32.ServStart
Suspicious:W32.Virut.ce.ftpg.mg
Trojan.Starter.1591

Win32.Zbot

Trojan/Lebag.ll
Suspicious:W32.Suspic.gen.tdtv.mg

S N N N N N N N N N N N N N N N N N N N N N T N N N N N N N N T N N e N N T N N N

Virus.Win32.Nimnul.n!c
Trojan.Win32.DownLoad?2.wtigj
Trojan.Zbot
Gene.Win.Harmlet.3-3977
Trojan.Win32.Generic.ltev
Gene.Win.Harmlet.3-3900
Win.Malware.Ramnit-10015637-0
Win32/Virus.Ramnit.HygB8HKA
Win32/Trojan.Dorv.HXQBEpsA
Win32/Virus.Ramnit. HwsBrrOA
Trojan.PWS.Qqgpass.7042
Win.Trojan.Ramnit-9753960-0
Win32/Virus.Ramnit. HXMBEpsA
Virus.Win32.Ramnit.eslalb
Trojan.Lebag.aem.qdlu
Gene.Win.Harmlet.79748-25
Worm.Win32.Agent.ISzm
Win32.Virut.56
Trojan.Win32.Crypted.cspnn
W32.Ramnit.H.aztd
Win.Trojan.Kazy-907
Gene.Win.Harmlet.3750-0
Trojan.Starter.2139
Trojan.Win32.Agent.KYRk
Trojan-Spy.Win32.Zbot
TrojanDropper.Drooptroop.dbf
Backdoor.Multi.dj
Worm.Win32.Agent
Suspicious:W32.Suspic.gen.Ispr.mg
Virus.Win32.Nimnul.llEj
win/malicious
Trojan.Click3.17001
Win32/Nimnul.d
Virus.Win32.Nimnul.ImWE
Virus.Win32.Qvod.leHz
Win.Trojan.Agent-722868
W32.Ramnit.H.eygp
Gene.Win.Harmlet.21567-35558
Packer.Win32.Krap
Worm/Koobface.bgf
Win.Packed.Ramnit-9771104-0
Trojan.Win32.Agent.IpF3
AdWare.Generic.cqyj
Gene.Win.Harmlet.1229-0
Trojan.Generic.hwob
Win32/Virus.Ramnit.HyoDEpsA
Trojan/Generic.dkmt
VirusOrg.Win32.Ramnit.E
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Gene.Win.Harmlet.962-6
Gene.Win.Harmlet.15422-1
Gene.Win.Harmlet.4406-0
Trojan.Cap161200.jvri
Virus.Win32.Virtob
W32.Ramnit.H.zmwb
Riskware.Nsis.Searcher.dtckjn
Trojan.Win32.Generic.lIHt
Trojan.Win32.IRCNite.tnSJ
Trojan.Win32.Generic.lKBR
Trojan.Lebag.iq
TrojanSpy.Zbot.ayqt.rrab
Gene.Win.Harmlet.17725-0
Virus.Win32.Nimnul.bauhiz
Virus.Win32.Nimnul.IxpC
Win32.Rmnet.8
Trojan/Lebag.lp
Win32/Virut.bt
Win.Trojan.Ramnit-9757123-0
Worm/Agent.bwh
Trojan.MulDrop1.64009
Gene.Win.Harmlet.18048-0
Trojan.Win32.Crypted.pmarl
Trojan.Lebag.ke
Trojan.Win32.ULPM.jvgeri
Trojan/Generic.aarnm
Virus.Win32.Nimnul.llEr
Virus.Win32.Nim
Trojan.Win32.Zbot.D
Win32/Virus.Ramnit. HWgAEpsA
Trojan.Ramnif
Trojan.PWS.Panda.1925
Trojan.Win32.Generic.lgJc
W32.Koobface.icr.fudq
Win.Trojan.Ramnit-1849
Backdoor.IRCNite.apv.mren.dll
Trojan.Lebag.axa.zmpo
Trojan-PWS.Win32.Zbhot
W32.Koobface.hvf.brje
Virus.Win32.Ramnit.B
Trojan.Win32.Drop.cnmtll
Gene.Win.Harmlet.233-0
Virus.Win32.Nimnul.IVIw
Gene.Win.Harmlet.4991-0
W32.Ramnit.A.grkk

Trojan.Win32.Autorunerl.ctvonk

Virus.Win32.Ramnit.A
Gene.Win.Harmlet.3-3936
Win.Trojan.Kazy-125
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Suspicious:W32.Ramnit.AF.qqgjr.mg
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Trojan.SuspectCRC
Trojan.Win32.IRCNite.vuuaa
Virus.Win32.Nimnul.tn4U
Win.Trojan.Ramnit-9814696-0
Gene.Win.Harmlet.105632-0
Trojan.Win32.Rmnet.crmnuc
Virus.Win32.Nimnul.fntoeg
Win.Trojan.Agent-342537
Gene.Win.Harmlet.44188-0
Suspicious:W32.Ramnit.AM.decf.dll.mg
Win.Trojan.Ramnit-9758218-0
Win.Trojan.Ramnit-1846
Virus.Win32.Nimnul.liBO
Virus.Win32.Nimnul.bgjjnb
Trojan.Girtk. AOBP.soki
Trojan.Win32.Generic.lsvl
Trojan.Packed.142
Virus.Win32.Nimnul.ImDb
Gene.Win.Harmlet.16449-0
Suspicious:W32.Nimnul.a.pehd.dll.mg
Trojan.Win32.Generic.IDCO
W32.Ramnit.D.camc.dll
Win.Packed.Ramnit-9946126-0
Virus.Win32.Virut.hpeg
Virus.Win32.Nimnul.IE9h
Trojan.Win32.Ramnit
Virus.Win32.Nimnul.luDx
Gene.Win.Harmlet.84174-0
Win32/IRCNite.wi
Trojan.Siggen2.9448
Trojan.Lebag.afs.qcwp
Gene.Win.Harmlet.65481-42
Win32/Virut.bv

Win32.Ramnit
Trojan.Win32.Rmnet.ddidny
Win32.Rmnet
Trojan.Win32.Drop.vcdzw
Win.Trojan.Ramnit-6596
Trojan.Win32.Zbot.trfo
Virus.Filelnfector
Worm.Ramnit.pig.uvru
VBS.Dropper.5
Trojan.Win32.RDN.eikobp
Virus.Win32.Virut-Gen.bwpxnc
Win.Malware.Bredo-9972722-0
VirusOrg.Win32.Ramnit.D
Gene.Win.Harmlet.3207-0
Virus.Win32.Virut
Virus.Win32.Nimnul.IEC8
Win32.HLLW.Autoruner2.25188
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v' Win32/PatchFile.etx v' TrojanDownloader.Small.beei

v" Trojan.Win32.Koobface.vymhn v' Win.Dropper.Mikey-9810063-0

v' Trojan.Girtk.IKE.keik v' VirusOrg.Win32.Ramnit.G

v' W32.Koobface.ien.gpyp v' Trojan.Win32.Small.cuewft

v" Virus.Win32.Nimnul.IEIH
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