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 إدارة الدفاع الىطني

 المديرية العامة لأمن نظم المعلىمات

مركز اليقظة والرصد والتصدي 

 للهجمات المعلىماتية

BULLETIN DE SECURITE 

 

Titre  Vulnérabilités affectant le noyau de Redhat 

Numéro de Référence 59871301/26 

Date de publication 13 janvier 2026 

Risque          Important      

Impact      Important   
         

 

Systèmes affectés     
 

 Red Hat CodeReady Linux Builder for ARM 64 - Extended Update Support 10.0 aarch64 

 Red Hat CodeReady Linux Builder for ARM 64 - Extended Update Support 9.4 aarch64 

 Red Hat CodeReady Linux Builder for ARM 64 - Extended Update Support 9.6 aarch64 

 Red Hat CodeReady Linux Builder for ARM 64 10 aarch64 

 Red Hat CodeReady Linux Builder for ARM 64 8 aarch64 

 Red Hat CodeReady Linux Builder for ARM 64 9 aarch64 

 Red Hat CodeReady Linux Builder for IBM z Systems - Extended Update Support 10.0 s390x 

 Red Hat CodeReady Linux Builder for IBM z Systems - Extended Update Support 9.4 s390x 

 Red Hat CodeReady Linux Builder for IBM z Systems - Extended Update Support 9.6 s390x 

 Red Hat CodeReady Linux Builder for IBM z Systems 10 s390x 

 Red Hat CodeReady Linux Builder for IBM z Systems 9 s390x 

 Red Hat CodeReady Linux Builder for Power, little endian - Extended Update Support 10.0 

ppc64le 

 Red Hat CodeReady Linux Builder for Power, little endian - Extended Update Support 9.4 

ppc64le 

 Red Hat CodeReady Linux Builder for Power, little endian - Extended Update Support 9.6 

ppc64le 

 Red Hat CodeReady Linux Builder for Power, little endian 10 ppc64le 

 Red Hat CodeReady Linux Builder for Power, little endian 8 ppc64le 

 Red Hat CodeReady Linux Builder for Power, little endian 9 ppc64le 

 Red Hat CodeReady Linux Builder for x86_64 - Extended Update Support 10.0 x86_64 

 Red Hat CodeReady Linux Builder for x86_64 - Extended Update Support 9.4 x86_64 

 Red Hat CodeReady Linux Builder for x86_64 - Extended Update Support 9.6 x86_64 
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 Red Hat CodeReady Linux Builder for x86_64 10 x86_64 

 Red Hat CodeReady Linux Builder for x86_64 8 x86_64 

 Red Hat CodeReady Linux Builder for x86_64 9 x86_64 

 Red Hat Enterprise Linux Server - AUS 9.4 x86_64 

 Red Hat Enterprise Linux Server - AUS 9.6 x86_64 

 Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 9.4 

ppc64le 

 Red Hat Enterprise Linux Server for Power LE - Update Services for SAP Solutions 9.6 

ppc64le 

 Red Hat Enterprise Linux for ARM 64 - 4 years of updates 10.0 aarch64 

 Red Hat Enterprise Linux for ARM 64 - 4 years of updates 9.4 aarch64 

 Red Hat Enterprise Linux for ARM 64 - 4 years of updates 9.6 aarch64 

 Red Hat Enterprise Linux for ARM 64 - Extended Update Support 10.0 aarch64 

 Red Hat Enterprise Linux for ARM 64 - Extended Update Support 9.4 aarch64 

 Red Hat Enterprise Linux for ARM 64 - Extended Update Support 9.6 aarch64 

 Red Hat Enterprise Linux for ARM 64 10 aarch64 

 Red Hat Enterprise Linux for ARM 64 8 aarch64 

 Red Hat Enterprise Linux for ARM 64 9 aarch64 

 Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 10.0 s390x 

 Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 9.4 s390x 

 Red Hat Enterprise Linux for IBM z Systems - 4 years of updates 9.6 s390x 

 Red Hat Enterprise Linux for IBM z Systems - Extended Update Support 10.0 s390x 

 Red Hat Enterprise Linux for IBM z Systems - Extended Update Support 9.4 s390x 

 Red Hat Enterprise Linux for IBM z Systems - Extended Update Support 9.6 s390x 

 Red Hat Enterprise Linux for IBM z Systems 10 s390x 

 Red Hat Enterprise Linux for IBM z Systems 8 s390x 

 Red Hat Enterprise Linux for IBM z Systems 9 s390x 

 Red Hat Enterprise Linux for Power, little endian - 4 years of support 10.0 ppc64le 

 Red Hat Enterprise Linux for Power, little endian - Extended Update Support 10.0 ppc64le 

 Red Hat Enterprise Linux for Power, little endian - Extended Update Support 9.4 ppc64le 

 Red Hat Enterprise Linux for Power, little endian - Extended Update Support 9.6 ppc64le 

 Red Hat Enterprise Linux for Power, little endian 10 ppc64le 

 Red Hat Enterprise Linux for Power, little endian 8 ppc64le 

 Red Hat Enterprise Linux for Power, little endian 9 ppc64le 

 Red Hat Enterprise Linux for Real Time 8 x86_64 

 Red Hat Enterprise Linux for Real Time for NFV 8 x86_64 

 Red Hat Enterprise Linux for x86_64 - 4 years of updates 10.0 x86_64 

 Red Hat Enterprise Linux for x86_64 - Extended Update Support 10.0 x86_64 

 Red Hat Enterprise Linux for x86_64 - Extended Update Support 9.4 x86_64 

 Red Hat Enterprise Linux for x86_64 - Extended Update Support 9.6 x86_64 

 Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 9.4 x86_64 

 Red Hat Enterprise Linux for x86_64 - Update Services for SAP Solutions 9.6 x86_64 

 Red Hat Enterprise Linux for x86_64 10 x86_64 

 Red Hat Enterprise Linux for x86_64 8 x86_64 

 Red Hat Enterprise Linux for x86_64 9 x86_64 
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Identificateurs externes  
 

 

 
CVE-2025-23142    CVE-2025-39806    CVE-2025-39840    CVE-2025-39843    CVE-2025-39883    

CVE-2025-39905    CVE-2025-39966    CVE-2025-39981    CVE-2025-39983    CVE-2025-39993    

CVE-2025-40176    CVE-2025-40240    CVE-2025-40277    CVE-2025-68285    CVE-2025-68287     

 

 

 

 

Bilan de la vulnérabilité    

 
Redhat annonce la disponibilité de mises à jour permettant de corriger plusieurs vulnérabilités 

affectant le noyau de ses produits susmentionnés. L’exploitation de ces vulnérabilités peut permettre 

à un attaquant distant d’accéder à des données confidentielles, d’exécuter du code arbitraire, d’élever 

ses privilèges ou de causer un déni de service. 

 

 

 

Solution   
 

Veuillez se référer au bulletin de sécurité de Redhat afin d’installer les nouvelles mises à jour. 

 

 

 

Risque    

 

 Contournement de mesures de sécurité 

 Accès à des données confidentielles 

 Elévation de privilèges 

 Déni de service 

 

 

 Référence  
 

Bulletin de sécurité de Redhat : 

 https://access.redhat.com/errata/RHSA-2026:0443  

 https://access.redhat.com/errata/RHSA-2026:0444  

 https://access.redhat.com/errata/RHSA-2026:0445  

https://access.redhat.com/errata/RHSA-2026:0443
https://access.redhat.com/errata/RHSA-2026:0444
https://access.redhat.com/errata/RHSA-2026:0445
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 https://access.redhat.com/errata/RHSA-2026:0453  

 https://access.redhat.com/errata/RHSA-2026:0457  

https://access.redhat.com/errata/RHSA-2026:0453
https://access.redhat.com/errata/RHSA-2026:0457

